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Supplier Relationships Information Security Policy: 

Purpose 
To ensure protection of the Bank’s assets that is accessible by suppliers. 

To maintain an agreed level of information security and service delivery in line with sup- plier agreements 

 

Scope 
Information security requirements for mitigating the risks associated with supplier’s access to The National 

Bank assets should be agreed with the supplier and documented. 

 

Policy 
The National Bank Teams in coordination with the Information Security Officer should identify and 

mandate information security controls to specifically address supplier access to The National Bank 

information. Processes and procedures have to be implemented by The National Bank that should require 

the supplier to comply with, and The National Bank has to consider the following: 

A. Identifying and documenting the types of suppliers, e.g. IT services, logistics utilities, 

financial services, IT infrastructure components, whom the organization will allow to access 

its information. 

B. A standardized process and lifecycle for managing supplier relationships. 

C. Defining the types of information access that different types of suppliers will be allowed, 

and monitoring and controlling the access. 

D. Minimum information security requirements for each type of information and type of access 

to serve as the basis for individual supplier agreements based on The National Bank business 

needs and requirements and its risk profile. 

E. Processes and procedures for monitoring adherence to established information security 

requirements for each type of supplier and type of access, including third party review 

and product validation. 

F. Accuracy and completeness of controls to ensure the integrity of the information or 

information processing provided by either party. 

G. Types of obligations applicable to suppliers to protect The National Bank information. 

H. Handling incidents and contingencies associated with supplier access includes responsibilities 

of both the organization and suppliers. 

I. Resilience and, if necessary, recovery and contingency arrangements to ensure the availability 

of the information or information processing provided by either party. 

J. Awareness training for the organization’s personnel interacting with supplier personnel 

regarding appropriate rules of engagement and behavior based on the type of supplier and the 

level of 

supplier access to The National Bank systems and information. 

K. Conditions under which information security requirements and controls will be documented in 

an agreement signed by both parties. 

L. Managing the necessary transitions of information, information processing facilities and 

anything else that needs to be moved and ensuring that information security is maintained 

throughout the transition period 
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Information can be put at risk by suppliers with inadequate information security management. Controls 

should be identified and applied to administer supplier access to information processing facilities. For 

example, if there is a special need for confidentiality of the information, non-disclosure agreements can be 

used. Another example is data protection risks when the supplier agreement involves transfer of, or access 

to, information across borders. The National Bank needs to be aware that the legal or contractual 

responsibility for protecting information remains with the Bank. 

 

Addressing security within supplier agreements 

 
All relevant information security requirements should be established and agreed with each supplier that 

may access, process, store, communicate, or provide IT infrastructure components for, the National 

Bank information. 

Supplier agreements should be established and documented to ensure that there is no misunderstanding 

between The National Bank and the supplier regarding both parties’ obligations to fulfil relevant 

information security requirements. 

The following terms should be considered for inclusion in the agreements in order to satisfy the identified 

information security requirements: 

A. Description of the information to be provided or accessed and methods of providing or accessing 

the information. 

B. Classification of information according to The National Bank classification scheme, if 

necessary, also mapping between The National Bank own classification scheme and the 

classification scheme of the supplier. 

C. Legal and regulatory requirements, including data protection, intellectual property rights 

and copyright, and a description of how it will be ensured that they are met. 

D. Obligation of each contractual party to implement an agreed set of controls including 

access control, performance review, monitoring, reporting and auditing. 

E. Rules of acceptable use of information, including unacceptable use if necessary. 

F. Either explicit list of supplier personnel authorized to access or receive The National Bank 

information or procedures or conditions for authorization, and removal of the authorization, 

for access to or receipt of the organization’s information by supplier personnel. 

G. Information security policies relevant to the specific contract. 

H. Incident management requirements and procedures (especially notification and 

collaboration during incident remediation). 

I. Training and awareness requirements for specific procedures and information 

security requirements, e.g. for incident response, authorization procedures. 

J. Relevant regulations for subcontracting, including the controls that need to be implemented. 

K. Relevant agreement partners, including a contact person for information security issues. 

L. Screening requirements, if any, for supplier’s personnel including responsibilities for 

conducting the screening and notification procedures if screening has not been completed or 

if the results give cause for doubt or concern. 

M. Right to audit the supplier processes and controls related to the agreement. 

N. Defect resolution and conflict resolution processes. 
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O. Supplier’s obligation to periodically deliver an independent report on the effectiveness of 

controls and agreement on timely correction of relevant issues raised in the report. 

P. Supplier’s obligations to comply with the organization’s security requirements. 

Q. The following Rules shall be included in the Contracts according to PCI DSS V3.2 

R. Third party/ Supplier agrees that it is responsible for the safety and security of cardholder data 

for which it stores, processes, and/or transmits for The National Banker to the extent that Third 

party/ Supplier could impact the security of the customer’s cardholder data environment. 

S. Third party/ Supplier will immediately (as soon as they are aware of the breach) contact The 

National Bank if it learns that a breach has occurred – or any other type of significant event – 

for which such activities may impact the storing, processing, and/or transmitting of cardholder 

data or the overall security of the cardholder data environment. 

T.  Third party/ Supplier will immediately logically and/or physically remove and isolate any 

system components that may impact the storing, processing, and/or transmitting of cardholder 

data or the overall security of the cardholder data environment. 

U. Third party/ Supplier fully acknowledges that any indemnification provided for under the 

referenced Contract applies to the failure of the Third-Party supplier to ensure the safety and 

security of cardholder data for which Third party/ Supplier stores, processes, and/or transmits, 

or fails to protect the security of the customer’s cardholder data. 

V. If the Third party need to be PCI Compliant the following rules apply: 

a. Service Provider/ Third Party agrees that it is responsible for the safety and security of 

cardholder data for which it store, processes, and/or transmits for The National Banker 

to the extent that Service Provider/ Third Party could impact the security of the 

customer’s cardholder data environment. 

b. Service Provider/ Third Party affirms that it will comply with all applicable 

requirements to be considered PCI DSS compliant and has performed the necessary steps 

to validate its compliance with the PCI DSS. 

c. If applicable, Service Provider/ Third Party fully agrees to provide proof of its current 

and ongoing PCI DSS compliance initiatives, and evidence of its most recent validation 

of compliance upon execution of this addendum to The National Bank. Additionally, 

Service Provider/ Third Party to provide an annual status report to The National Bank 

regarding PCI DSS compliance, which may include any of the following: (1). 

Attestation of Compliance (AoC) from either the PCI DSS Self-Assessment 

Questionnaire (SAQ) or Report on Compliance (RoC) (2). Full PCI DSS Report from 

either the PCI DSS Self- Assessment Questionnaire (SAQ) or Report on Compliance 

(RoC). (3). Some of the type of written documentation attesting to the statement that 

they are in fact PCI DSS compliant and will continue to maintain such accreditation
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The agreements can vary considerably for types of suppliers. Therefore, care should be taken to include all 

relevant information security risks and requirements. Supplier agreements may also involve other parties 

(e.g. sub-suppliers). 

The procedures for continuing processing in the event that the supplier becomes unable to supply its products 

or services need to be considered in the agreement to avoid any delay in arranging replacement services 

Information and communication technology supply chain 

 
Agreements with suppliers should include requirements to address the information security risks 

associated with information and communications technology services and product supply chain. 

The following conditions should be considered for inclusion in supplier agreements concerning supply 

chain security: 

A. Defining information security requirements to apply to information and 

communication technology product or service acquisition in addition to the general 

information security requirements for supplier relationships. 

B. For information and communication technology services, requiring that suppliers propagate 

the organization’s security requirements throughout the supply chain if suppliers subcontract 

for parts of information and communication technology service provided to the organization. 

C. For information and communication technology products, requiring that suppliers propagate 

appropriate security practices throughout the supply chain if these products include 

components purchased from other suppliers. 

D. Implementing a monitoring process and acceptable methods for validating that delivered 

information and communication technology products and services are adhering to stated 

security requirements. 

E. Implementing a process for identifying product or service components that are critical for 

maintaining functionality and therefore require increased attention and scrutiny when built 

outside of The National Bank especially if the top tier supplier outsources aspects of product 

or service components to other suppliers. 

F. Obtaining assurance that the delivered information and communication technology products 

are functioning as expected without any unexpected or unwanted features. 

G. Implementing specific processes for managing information and communication technology 

component lifecycle and availability and associated security risks. This includes managing the 

risks of components no longer being available due to suppliers no longer being in business or 

suppliers no longer providing these components due to technological advancements. 
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Monitoring and Review of Supplier Services Policy 

 
The National Bank It Department should regularly monitor, review and audit supplier service delivery. 

Monitoring and reviewing supplier services should ensure that the information security terms and 

conditions of the agreements are being adhered to and that information security incidents and problems 

are managed properly. 

This should involve a service management relationship process between The National Bank and the 

Supplier to: 

A. Monitor service performance levels to verify adherence to the agreements. 

B. Review service reports produced by the supplier and arranged regular progress meetings as 

required by the agreements. 

C. Conduct audits of suppliers, in conjunction with review of independent auditor’s reports, 

if available, and follow-up on issues identified. 

D. Provide information about information security incidents and review this information as required 

by the agreements and any supporting guidelines and procedures. 

E. Review supplier audit trails and records of information security events, operational 

problems, failures, tracing of faults and disruptions related to the service delivered. 

F. resolve and manage any identified problems. 

G. review information security aspects of the supplier’s relationships with its own suppliers. 

H. Ensure that the supplier maintains sufficient service capability together with workable plans 

designed to ensure that agreed service continuity levels are maintained following major 

service failures or disasters. 

The responsibility for managing supplier relationships should be assigned to a designated individual or 

service management team. In addition, The It department should ensure that suppliers assign 

responsibilities for reviewing compliance and enforcing the requirements of the agreements. Sufficient 

technical skills and resources should be made available to monitor that the requirements of the 

agreement, particularly the information security requirements, are being met. 

The National Bank It Department and the Information Security Officer should retain sufficient overall 

control and visibility into all security aspects for sensitive or critical information or information 

processing facilities accessed, processed or managed by a supplier. The National Bank It team and 

Information Security Officer should retain visibility into security activities such as change management, 

identification of vulnerabilities and information security incident reporting and response through a 

defined reporting process. 
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Responsibility for Policy and Procedures Maintenance:  

Risk and IT Department is responsible for ensuring that the aforementioned policy initiatives, and if 

applicable – the relevant procedures – are kept current as needed for purposes of compliance with 

mandated organizational security requirements set forth and approved by management. 

DISCLOSURE: 

TNB reserves the right to change and modify the document at any time and to provide notice to all users in 

a reasonable and acceptable timeframe and format.  


